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Decision/action requested

This document proposes a solution as in section 4 for TR33.809.
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Rationale

An attacker can use a fake base station as a real base station to cause unnecessary HO for a victim UE. During the HO procedure, the UE may connect to the fake base station, and the HO on the network side would fail; as shown in the below background part. 
This proposal provides a solution to prevent the UE from connecting to the fake base station during HO procedure.
4
Detailed proposal
***** Start of Changes *****
X.X
Solution #z: Protecting UE from connecting to fake basestation during HO

X.X.#z.1
Introduction  

This solution addresses key issue #x.

X.X.#z.2
Solution details  

X.X.#z.2.1 Background


Usually, the HO decision is based on the MR reported by the UE, and the UE executes the signal power measurement of the neighboring cells based on the SS Block, which carries the broascasted synchronizaiton signal and MIB signal without security protection [1][2]. Assuming there is a fake base station C counterfeiting the system informations of the legitimate base station B. The serving base station A receives the UE MR measured from C, A would assume the included information in the MR belongs to B, then decide to handover the UE to B, and the handover would fail, just as shown in figure 1.
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Figure 1 HO procedure caused by fake base station

When the UE receives the HO command from the source gNB A, the UE will detach from the source cell and try to access to the target cell based on contention-free RACH procedure.
There are two defects during the HO execution procedure:

Defect 1: an attacker can spoof MSG2 to fool the UE to connect to the fake base station.
During the contention-free RACH procedure, the UE sends MSG1 to the cell with the preamble ID assigned by B, the fake base station probably receives this message and responds with a forged MSG2 to the UE. MSG2, namely the Random Access Preamble (RAR), is scrambled with RA-RNTI, which is a public information with no security protection [3]. Therefore, it's easy for the attacker to counterfeit MSG2 to trick the UE to connect to the fake base station. When the UE connects to the fake basestaion, the gNB A and B will think the HO has failed because the HO procedure has timed out and was not completed. 

Defect 2: the fake basestation does not need to response to the HO confirm message sent by the UE, the UE can not validate that it has connected to a false cell. 
After sending to the HO confirm to the fake bse station, the UE starts to transfer the ongoing service data. The service would be failed, while the UE still camp on the false cell.
This solution proposes the target gNB to use the UE C-RNTI that was allocated by the target gNB (B) instead of the RA-RNTI to scramble RAR, to address defect 1.
X.X.#z.2.2
Procedure

The target gNB B allocates a new C-RNTI and a dedicated preamble ID for the UE during the HO preparation phase, which are transferred by the source gNB to the UE with RRC security protection.
If the target gNB uses the UE C-RNTI that was allocated by the target gNB (B) instead of the RA-RNTI to scramble RAR, then the fake base station will not have the ability to get the specified C-RNTI for the UE in advance and it cannot counterfeit MSG2.
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Figure X.#z.2.2-1: Enhanced contention-free RACH procedure

During the contention-free RACH procedure:

1.
The UE sends MSG1 to the target gNB with the dedicated preamble ID, and starts the ra-ResponseWindow. 

2.
The target gNB B identifies the UE with the dedicated preamble ID carried in MSG1, and finds the corresponding C-RNTI. The target gNB uses the UE C-RNTI which was assigned by the target gNB (B) to scramble MSG2. 

3.
The UE monitors the MSG2 scrambled by the C-RNTI while the ra-ResponseWindow is running. The UE discards the reveived messages which is not scrambled by the dedicated C-RNTI, until the correct MSG2 is received.
X.X.z.3
Evaluation 

Advantage of this solution: During the HO execution procedure, the UE would not connect to the fake base staion. And if the UE is located within the coverage overlap area between the fake base station and the target gNB, the UE may connect to the target gNB and finish the HO procedure.
Disadvantage of this solution: This solution untilizes the C-RNTI which was assigned to the UE by the target gNB to scramble MSG2, which may puzzle the UE how to parse the MAC message according to the current TS 38.321 [3]. 
In TS 38.321, the RAR message format is defined different from other MAC control elements, the RAR message is scrambled by RA-RNTI in a fixed manner. The UE successfully descrambles the MAC message with the RA-RNTI, then think the message is RAR message and parse it according to the format of the RAR message. So, if C-RNTI is used to scramble RAR, the UE does not know how to parse the message, use the RAR format, or other MAC CEs format. This impact of the solution need to be addressed by RAN2.
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Figure X.#z.2.3-1: MAC header format of RAR
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Figure X.#z.2.3-1: MAC header format of other MAC SDU/CU

Here are the two potential solutions:
Solution 1: Combined two MAC header formats into one unified format, using a reserved value of the LCID to specify the RAR type.
Solution 2: Replace RAR with TA Command and PDCCH DCI, during the non-contention RACH procedure

Actually, this impact need to be notified to RAN2 to think the suitable method. 

***** End of Changes *****
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